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GOOGLE DORKS
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MOTIVATION

« Attackers use Dorks to quickly locate targets

« After a new vulnerability i1s disclosed, one Google query Is
sufficient to identify a large amount of vulnerable installations

« No time for sysadmins to apply patches !!



MOTIVATION

« Attackers use Dorks to quickly locate targets

« After a new vulnerability i1s disclosed, one Google query Is
sufficient to identify a large amount of vulnerable installations

« No time for sysadmins to apply patches !!

 If we could prevent dorks, attackers would need to

resort to Internet scanning ... which is several orders
of magnitude slower



GOALS

« Current practices
 Understand which information is used by existing dorks
« Design simple solutions to defeat those dorks

« Future threats
o Test If attackers could move towards new styles of dorks
* Design simple solutions to prevent it



GOOGLE DORKS

J,-" (@ Best Blog on WordPr... x | <
[ | |

€ (i?-d https://bestblog.wordpress.com c |C5’Cerca |1} B 3 & »

Best Blog on Wordpress

The Unofficial Blog Review Site for Wordpress.com

- arnt , arts , Christianity , faith , ideas | life , photo , Religion , Spirtuality reviews the best blogs on wordpress.com
We also wite aricles to guide new and okd

i About
W‘ Eesl brog on Wordpress searches for and
ee ]

I'have been sitiing on reporting this best blog | felt my heart clench. | think about explaining that the rule ought to be: “Write

has kept me distracted) but now itis time to et . . . -
P ! what you want whatever you know just a little bit more about than your reader.

Aboutaweek and a half ago | was browsing a But what | want to tell them is that these rules aren't, after all, rules for writers;

across Elle Effect. Lauren, the author, is an ei , i i , i
I they're rules for people who are trying to be writers but won't ever make it.

-Peter Ho Davis What You Know
What I quickly discoved is that this young girl ¢

end of life through both the visual arts as well ;

Different Schools of Thought:
All this is why | consider Elle Effect a best blog

I was reading through the various different blogs on the Internet and came across Daren
Rowse's site problogger. He's actually a very well known blogger who writes about how to

he a nr hlooner. His aricles feature tins an how to SEQ,. make the mast oot of vour Goonle
Best Blog on Wordpress Blog at WordPress.com. The K2-lite Theme.

A Slice of Life
@ ap

general , humor , life | pl

Withe Anwmntnoaarth and araast with 2 s




TAXONOMY

* The Exploit-DB database contains over 5143 dorks

« Automated/manual analysis

URL Patterns (44%)
File Extensions W (6%)

Content-Based I (74%)
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DORKS EVOLUTION BY CATEGORY
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URL Patterns
File Extensions

Content-Based
Banners
Misconfigurations

Error messages

Common words

I > remove banners

B » improve system configuration

B > proper error handling



CONTRIBUTION
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URL-DORKS

* Force search engines to index “randomized” URLs
* Let the users navigate and share using cleartext URLSs

http://www.web-site.com/wp-content/dimva.html
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URL-DORKS

« XOR (part of) URLs with random seed kept in the server

a = resource a
O(a) = obfuscated resource a

e Redirect 301 to inform search engine that the page is moved

« Canonical URL Tag to delete plain URLs in the results

 Intercept and replace SiteMap



OBFUSCATION PROTOCOL - CRAWLERS
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OBFUSCATION PROTOCOL - BROWSER
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URL Patterns
File Extensions
Content-Based

Banners
Misconfigurations

Error messages

Common words

I » improve system configuration
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WORD-BASED DORKS

» Goal
e Using words left by CMSs to create a Google Dork

« Greedy search algorithm to maximizes
« Hit-rank: percentage of web site made by a target technology
« Coverage: number of entries extracted by the Dork



WORD-BASED DORKS: CREATION
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WORD-BASED DORKS: CREATION
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WORD-BASED DORKS: CREATION

» Gradient Ascent algorithm

« How to add a new word?

« At each step, we add the word that provides the highest hit
rank between the ones that have a coverage above the
median of all candidate words
(more details Iin the paper)




WORD-BASED DORKS:
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WORD-BASED DORKS: DEFENSES

ldea: add invisible characters to break words and
prevent them to be indexed.

Powered by WordPress

1

Power&#x2063;ed b&#x2063;y Wor&#x2063;dPress



DORKS DEFENSES

URL Patterns ] /
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CONCLUSION

1) Dork classification

2) URL Pattern Dork Defense

3) New type of Dork using common words

4) Defense against common word dorks
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