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Introduction

• Some more data added into a DNS packet 

• Recursives share information about the client with 
the authorities 

• Potential new attacks appear 

• Not possible to avoid the implications
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Surveillance Options
• DNS is really easy to monitor 

• Recall the Great Firewall of China 
• Recall the Twitter block in Turkey 
• Recall Turkey BGP hijack of 8.8.8.8, 208.67.222.222, 4.2.2.2 

• The Class-C (/24) of a network is visible on-path 

• Any Autonomous System between the recursive and the 
authority can monitor client requests 

• A regime can see the clients resolving domains hosted within 
its country
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Selective Cache Poisoning

• Select a specific prefix to target 

• Wait for requests from that prefix to appear 

• Alter packets for the target clients only 

• Remember that DNS is very easy to monitor
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Poisoning Consequences

• Cyber warfare 

• Obtain visibility beyond a global recursive 

• Do not affect any other user around the world 

• Maybe now Turkey would not need to BGP hijack!
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Remedies
• RFC 7871 specifies a way to opt out of the protocol 

• The client needs to submit an ECS enabled request 

• The recursive must respect existing ECS payload 

• The Source Netmask needs to be set to 0 bits 

• The Client Subnet needs to be set to 0.0.0.0 

• Six years later - no tools available to do so



Unbound Forwarder

• Install an experimental (!) version of Unbound 

• Configure to enable ECS 

• Set the netmask to be shared equal to zero 

• Configure to forward DNS requests to the original 
recursive server



ECS in a Nutshell
• Is being widely adopted around the world 

• Helps users enjoy “a faster internet” 

• Allows bandwidth usage minimization 

• Opens the door to new attacks 

• Reduces users’ privacy online 

• Does not allow the user to opt out



–RFC 7871 Client Subnet in DNS Queries

“Finally, we recommend that others 
   avoid techniques that may introduce 

additional metadata in future [DNS] 
   work, as it may damage user trust.” 

astrolavos.gatech.edukintis@gatech.edugatech.edu


