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Motivation

main goal:

improve fuzzing
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Motivation

n probability of to pass the if statement

n à fuzzingwall
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Motivation

How can we fuzz through fuzzing walls
to reach deep layers of the program?
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Background

n Concrete symbolic (concolic) execution

n assign symbolic representations to input variables of a program and generate 
formulas over the symbols according to the transformations in the program 
execution

n program is initially executed with arbitrary concrete input values and symbolic 
constraints over the symbols are generated along the program execution path

n one of the collected branch conditions is negated and together with the remaining 
constraints given to an SMT solver

n The solution (model) generated by the SMT solver is injected as new input into 
the program, which now takes the branch alternative when executed

n effective for complex arithmetic operations, pointer manipulations, calls to 
external library functions, or system calls
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Background

however

path explosion
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Background

n want to fuzz deep areas of a program

n find a way to construct execution paths into such areas

n delay path explosion until we have found such a tunnel

n idea:

n interleave concolic execution with constrained fuzzing

n assign weights (corresponding to fuzzing performance) to the explored paths 
after each concolic execution step in order to select the ones with highest 
probability
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Implementation and Observations
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Driller
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Summary and Conclusion

n Proposal of a new search heuristic that delays path explosion effectively into
deeper layers of the tested binary

n Novel technique to assign probabilities to execution paths

n Algorithm combining initial seed generation, concolic execution, distribution
of path probabilities, path selection, and constrained fuzzing
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