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Determine if it is malicious 



Unpacked File Strings

API Call + Parameter Value

Unknown File

Logs

Dynamic Analysis 

Classifier

Anti-Malware

Engine

Emulation 

Engine

Trigrams of API Calls





Softmax Output Layer
(2/100)

2/100-Classes

Sparse Binary Input Vector 
(50000)

Random Projection
(50000 -> 4000)

Multiple Hidden Layers
(Sigmoid)

(2000, 2000, 2000, 2000)

Input Layer
(4000)

Deep Neural Network

Softmax Output Layer (2)

Sparse Binary Input Vector 
(50000)

Random Projection
(50000 -> 4000)

Multiple Hidden Layers
(ReLU, Dropout)

(2000, 2000, 2000, 2000)

Input Layer
(4000)

Deep Neural Network

2-Class Labels 100-Class Labels

Softmax Output Layer (100)



Common activation functions

Rectified-Linear Units (ReLU) instead of sigmoid 
function







Binary Single-Task Results
Dahl13 

Baseline 
Model
(Original  

Data)

Reimplemented Dahl13 
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(Our Data)

Our Single-Task Model

(Our Data)

Training 

Samples

2.4M 4.5M 4.5M

Number 

Features

179K 50K 50K

Setup Sigmoid Sigmoid ReLU, Dropout

Layers Test Error (%) Test Error (%) Epoch Test Error (%) Epoch

1 0.49 0.5906 190 0.3711 64

2 0.50 0.4882 186 0.3702 82

3 0.51 0.4845 200 0.3686 77

4 0.4934 200 0.3683 81



Multi-Task Results

2-Class 

Test Error (%)

100-Class 

Test Error (%)

Layers Multi-

Task

Single-

Task

Multi-

Task

Single-

Task

1 0.3657 0.3711 2.935 2.935

2 0.3577 0.3702 3.025 2.983

3 0.3618 0.3686 3.026 2.982

4 0.3655 0.3683 3.070 2.970
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